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Preface

This document presents guiddines for conducting life cycle risk assessments as part of the Federd
Avidion Adminigration's (FAA'S) Investment Analysis Process (IAP) as proscribed in the Acquisition
Management System, Investment Analysis Process. Guidelines, July 1998. The guiddines are
intended to be used by Invesment Andyss Teams (IATS) in the andyds of candidate
dternatives/'solutions.

The guiddines were developed by James L. Poage of the Operations Assessment Divison (DTS-59),
John A. Volpe Nationd Trangportation Systems Center, Research and Specid Projects Administration,
and by Paul D. Abramson and Edmund J. Koenke of System Resources Corporation. The work was
performed for Investment Analysis and Operations Research, ASD-400. Danid Citrenbaum of ASD-
400 made magor contributions to the risk assessment guidelines presented in this document. The
guiddines were adapted from smilar guidelines developed for supporting management of the FAA
Research, Engineering and Development (R,E& D) investment portfalio.

Risk assessment can be viewed as a dynamic enterprise. As the Nationa Airspace System (NAS)
operations and environment change, we would expect that new issues and risks affecting investment
andyss would surface. Since the firgt publication of these Guiddines in July 1997, information security,
human factors, and safety issues have gained vishility and prominence as additiond risk to be
consdered. Accordingly, in July 1999, Art Politano (ASD-400) and Don Wetzman, Systems
Engineering Technicd Assstance (SETA) updated the set of risk facets to include their assessment.
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RISK ASSESSMENT GUIDELINES
FOR INVESTMENT ANALY SISPROCESS

1.0 INTRODUCTION

The Acquisition Management System, Investment Analysis Process. Guidelines, July 1998,
describes the Investment Analysis Process (IAP) to be used during the investment anays's phase of a
Federd Aviation Adminigtration (FAA) acquisition program activity. The |AP proscribes an Investment
Andyss Team (IAT) to andyze candidate dternativessolutions. An evaduaion matrix is to be
congructed containing a vaue or ranking for each dternative's evauation factors. Evauation factors
include*:

Life cycle cods
Bendfits
Schedule
Performance
Risk
This document describes a process to assess the Risk evauation factor for each dternative. Theword

"dterndive’ is used in the following text to refer to the candidate aternative/solution for which therisk is
being assessed. The risk assessment processis gpplied to each aterndive.

Risk? is defined as the probability of an undesirable event occurring combined with the consequence of
the occurrence. In the context of this document, risk is the probability that an dternative will fail to
deliver the benefits projected for that dternative, either in whole or in part, and the consequences of this
falure. The risk can derive from uncertainties in the dternative's concept or problems encountered
during design, development, implementation, or operation.

Often the sengtivity analyss of the benefit and cost estimates in a benefit/cost andysis is consdered to
be arisk andyss. For this document, life cycle risk assessment is the assessment of the probability that
an dternative will fall to deiver the projected benefits and the consequences of such a fallure. Any
sengtivity andysis of benefit and cost estimates is to be completed as part of the benefit/cost study.
However, this risk assessment does address the percelved accuracy of the benefit and cost estimates,
whether the link of the aternative to projected benefits is tenuous, and whether the project is defined
enough to estimate the benefits and costs. In addition, the risk assessment addresses risks in achieving
technica performance, operationa performance, supportability, and other factors.

The risk assessment results from the process described in this paper can not only be used as part of
decison-making on an dternetive, but also to manage risk throughout the acquisition cycle.

! Acquisition Management System, Investment Analysis Process: Guidelines, July 1, 1998, p. 10.
% The risk assessment process described in this paper draws heavily upon and adapts risk assessment concepts
described in Acquisition and Program Risk Management Guide, Revision 1, FA A-P-1810, September 29, 1995.
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20 DEPENDENCIESWITH OTHER PROGRAMS

In assessing the life cycle risk of an dternaive, any linkages of the dternative with other programs must
be considered. These linkages should consider other projects necessary for the subject dternative to be
completed or other projects that will provide synergy with the subject aternative and result in benefits
liged in the benefit assessment.  Linkages must be documented in the risk assessment submission as a
satement of adternative dependencies.

Describe the relationship to other projects. Examples of questionsto address are:
P Isthe outcome of this aternative dependent on input from another project;
P Isthisdternative dependent on the performance of another project; or

P Is this dternative dependent upon the activities of another agency, such as NASA or
DoD.

Describe and provide evidence that:
P The plans and budgets anong related projects are coordinated, or

P Thedternative has no relationship to other projects.
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30 LIFECYCLE RISK ASSESSMENT

These guiddines consder the risks associated with the design, development, implementation, and
operation phases of an dternative. Thus, the entire life cycle of the dternative isincluded.

31 Risk Facets

The life cycle risks are broken down into thirteen components, or facets, of risk, which are used to
asess the overdl risk. These risk facets have been sdlected D reflect the risks associated with
dternative completion, operation, and achieving the projected benefits and to facilitate the risk
identification and quantification processes. The thirteen risk facets are defined as follows:.

Risktechnical 1S the risk associated with (1) developing a new or extending an existing
technology to provide a greater level of performance than previoudy demonsrated, or (2)
achieving an exigting leve of performance subject to new condraints. It dso refersto how well
the system operates to design or safety specifications.

Riskoperanility 1S the risk associated with how well the system to be produced will operate
within the National Airspace System (NAS) and interact with other systems. It addresses NAS
or other system interfaces, the degree to which they are known and complete, and the degree to
which the operational concept has been demonstrated and evolved to the point of a design
basdine.

Riskproducibility 1S the risk associated with the capabilities to manufacture and produce the
desired system.

Riskgypportability 1S the risk associated with fielding and maintaining the resuilting systems.

Riskgenefit Estimate CONSders the difficulty in estimating the benefits. This risk facet addresses
the accuracy of the benefit estimate, including such issues as inadequate methods to estimate the
benefits, lack of data to estimate the benefits, whether the link of the dternative to projected
benefits is tenuous, and whether the dternative is defined enough to estimate the benefits.

Riskcos Egimate CONSders the difficulty in estimating the cost.  This risk facet addresses the
accuracy of the cost estimate, including such issues as inadequate methods to estimate the cogt,
lack of data to estimate the cost, and whether the aternative is defined enough to estimate the
cost.

Riskghequle congders the likelihood thet the dternative will be completed within the specified
schedule.



Risky anagement refers to complexity of the aternative to manage (e.g., number of sub-tasks
and/or number of performing organizations) and consders the risks of obtaining and using
applicable resources and activities which may be outsde of the dternative's control but can
affect the dternative's outcome.

Riskpynging addresses the availability of funds when they are needed and a confidence in
management and Congress that those funds will continue to be provided.

Riskgtakenolder 1S the risk associated with various stakeholders supporting the development
and operation of the aternative, such asinterna FAA organizationa users, Congress, airline and
generd aviaion users, and potentid equipment and aircraft manufacturers.

RisK| nformation Security addresses a system's vulnerability to externd threets and the risks likely
to occur in employing countermeasures.

RisKHuman Factors focuses on the effectiveness of the joint human-system interface and risks
associated with making the system usable in an operating environment.

Riskgafery consders the likelihood of system related hazards and the risks associated with
preserving operationa safety.

3.2 Interaction of Risk Facetswith Final Benefits and Costs

All thirteen risk facets ultimately affect the successful completion and implementation of any dternative
and, hence, affect the fina benefits and cost.  Thus, the risk facets RisKgenefit Egtimate @ Riskcogt
Esimate May appear to be influenced by the other deven risk facets. This potentid difficulty is handled
by careful definition of what isincuded in RisKgenefit Egtimate @d

RiskCogt Egtimate.

There are two digtinct types of risk associated with the find benefits and costs. The first typeis the risk
that the project will not be successfully implemented within the estimated costs and that it will not
achieve the estimated benefits, assuming that the benefits and cods are accuratdly etimated. The
second type of risk has to do with the inherent accuracy of the benefit and cost estimates, assuming that
the dternative is successfully implemented.

In the former case, implementing the project within the estimated cost and achieving the estimated
benefits are functions of the other eeven risk facets, that is technica, operability, producibility,
supportability, schedule, management, funding, and stakeholder. For example, atechnica problemin
achieving adequate capacity or a producibility problem involving unavailable equipment can adversdy
affect both the cost of the project and the full redlization of the potentiad benefits.



In contrast in the latter case, RiSKgenefit Egimate a0 Riskcog Egimate d€a8l With the accuracy of the
benefit and cost estimates, such as inadequate methods and/or data to estimate benefits and cost. If the
benefits and costs are estimated inaccurately, the project could be conducted and implemented perfectly
and Hill not meet the benefit and cost estimates due to the errors in the estimates of these values.
Riskgenefit Estimate @0 Riskcog Egimate @ddress the difficulty in estimating the benefits and codts,
whether the link of the dternative to projected benefitsis tenuous, and whether the dternative is defined
aufficiently to confidently estimate the benefits and costs.

Thus, dl thirteen risk facets combine into an overdl risk assessment that includes (1) whether the
dternative will be successfully implemented within the estimated cost estimate and achieve the projected
bendfits and (2) the difficulty in estimating the benefits and cost of the dternative. Only this overdl risk
assessment addresses the ultimate successful achievement of the desired benefits of the dternative within
the planned cost.

3.3  Introduction to Risk Assessment Process
The steps of the risk assessment process in the IAP are shown in Figure 1, Risk Assessment Process.

The figure outlines the steps to identify and quantify risks and rel ates those steps to various tables in this
document.



Figure 1. Risk Assessment Process
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40 CONDUCTING THE RISK ASSESSMENT PROCESS

The sx steps for risk assessment, listed in Figure 1, are presented below dong with tablesto assst the
process.

41  Step 1- Identify Risks

Risks cannot be assessed or managed until they are identified and described in an understandable way.
Risk identification is an organized and thorough approach to seek out risks associated with an
dterndtive. It is not a process of trying to invent highly improbable scenarios of unlikely events in an
effort to cover every concelvable future possibility.

A Top-Level Risk Matrix (Table 1 shows a sample) is employed for each adternative to assure a
structured and consstent risk identification process for the thirteen risk facets and to document the
results. Completing Table 1 for each dternative to identify that dternative's risksinvolves three steps:

Define Gods Relating to Risk Facets - Godls (for the dternative being assessed) which
address potentia risks in each risk facet are defined in the Top-Leve Risk Matrix, Table 1.
By defining gods as they rdate to mitigating the potentiad risks in each risk facet, the specific
risks that will be important to the dternative can be more easly identified. This information
will dso ad the process in Steps 2 and 3 to quantify the risks.

Requirements specified in a Requirements Document should be consdered in defining gods.
If the requirements are not explicit enough to yield gods related to the risk facets, this
process identifies that fact and goals should be developed. A god block that cannot be
completed satisfactorily is an dert, and some action should be precipitated to fill the void.

Define Plans Relating to Risk Facets - Plan(s) for achieving the goals related to each risk
facet, and hence mitigating risks, are aso liged in the Top-Leve Risk Matrix. The Top-
Levd Risk Matrix serves as aforcing function to insure there are plans to address dl goals.

Identify Risks - Risk identification involves identifying the risks pertaining to each risk facet
for successfully completing and implementing the dternative. The gods and plans rdated to
each risk facet will ad in idertifying the risks that are important.

It is not necessary, nor in many cases appropriate, to complete the above three steps sequentialy.

Iterating among the steps may be helpful. As more risks are listed, the gods and plans may be revised
and visa versa. The risks listed under each risk facet in Table 1 will provide the basis for the risk
quantification in the next section. The statement of program gods relating to the risk categories and the
plans for mitigating the risks will help quantify the risks.



Table 1, Top-Level Risk Matrix (Sample), is presented with sample entries in each box to clarify how
the table is used. The sample entries are condructed for a possible dternative rdated to satellite
survelllance.
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Tablel. Top-Level Risk Matrix (Sample)

RISK RISK IDENTIFICATION
FACET
Technical Goals: | Totransition from ground-based radar surveillance to ajoint satellite and ground-based surveillance system.
Formulate requirements for, develop, and implement new technology to provide joint satellite and ground-
Plans: | based surveillance.
Undue reliance on currently unavailable or unproved technology.
] No or minimal prototype testing.
Risks: Inaccurate/simplistic modeling.
Oper ability Goals: | To provide users and the FAA with operational benefits, such as the implementation of free flight.
Plans: | Determine the surveillance requirements of free flight and other advanced automation programsin order to
provide adesign that fully satisfies these requirements.
Risks: Incompetibilities with future NAS systems. o )
ISKS: Incompatible or inconsistent operations with existing systems or regulations.
Uncertain operational requirements of the other programs
Producibility Goals: | Todevelop and manufacture ground-based and aircraft-based system components to meet requirements and
be within the cost estimates.
Plans: | Usenon-devel QBmentaI items (NDI) and commercia off-the-shelf (COTS) items, and integrated NDI/COTS to
" | the extent possible.
Risks: Custom design & manufacture required.
Supportability Goals: | To provide support for both existing and new surveillance systems during transition to the new system.
Plans: | Coordinate closely with Airway Facilities (AF), including the field, and establish the Project Office within the
appropriate Integrated Product Team.
Risks: Satellite support not under FAA control.
' Unclear Logistics Center responsibilities.
Existing system may not be maintainable over the implementation period required for new system.
Cog Egtimate Goals: | To provide users and FAA with benefits, such asfree flight, within estimated program cost.
Plans: | Implement cost control toolsthat will be used by the program office
Risks: Speculative life-cycle costs.

User avionics costs difficult to estimate.
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Tablel. Top-Level Risk Matrix (Sample), continued

RISK
FACET

RISK IDENTIFICATION

Benefit
Egimate

Goals:

Plans:

Risks:

To provide users and FAA with benefits, such asfree flight*, within estimated program cost.
Implement benefit identification, estimation, and tracking toolsthat will be used by the program office

Difficult to identify benefits.
Difficult to estimate benefits.

Schedule

Goals:

Plans:

Risks:

To fully implement the new system by the year 20X X according to the schedule for the acquisition.

Initiate the acquisition ;t))r%?ram at the earliest possibletime. Implement and maintain a program office
with separate staff and et and with the authority and responsibility for implementing new system.

I nsufficient schedule margin.
Schedule sensitive to technical complexity.
Uncertaintiesin contracting process.

Excessive task concurrency.

M anagement

Goals:

Plans:

Risks:

To provide the implementation planning, resources, and controls needed to accomplish the
devel opment and implementation while meeting the requirements, cost, and schedul e estimates
identified in the program plan.

Implement and maintain a program office with separate staff and budget and with the authority and
responsibility for implementing new system.

I nadequate program office staffing.
Inadequate resource allocation.
Inadequate authority.

Undefined integration responsibilities.
Unplanned slipsin other programs.
Excessive span of control.
Uncontrolled requirements changes.

Requirements freeze not enforced.

Funding

Goals:

Plans:

Risks:

To obtain the required development and implementation funding identified in the program planin a
timely manner.

gbtam top-management support; reprogram available funding to get an early start on the acquisition
ternative.

Unfavorable agency priorities.
Inadequate funding.
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Table1 Taop-l evel Risk Matrix (Sample), continued

RISK RISK IDENTIFICATION
FACET
Safety Goals: To minimize the Program’simpact on the safety of the NAS.
Identify safety level objectives/ requirements/hazards and the criteriafor acceptablerisk for all ATM
Plans: programs.
Safety level objectives/reguirements/hazards ambiguous, not fully characterized
Risks: I nterdependent relationships contributing to system failure not fully considered
Acceptability criterianot fully known or understood for future NAS environments (e.g., free flight)
Mitigation strategies not palatable
Information Goals: To provide an information security infrastructure to protect NAS programs.
Security Plans: Formulate plans for the design, procurement, configuration, and maintenance of the information security
infrastructure.
Risks: Severity of system vulnerability ambiguously understood
Difficulty of threats to system not clearly understood.
Countermeasures have uncertain operational effectiveness
Human Goals: To ensure an effective joint human-system interface for all NAS system development.
Factors Plans: Determine the requirements for an effective joint human-system interface in order to provide a system
design that is usable, useful, and acceptable to the user community.
Risks: Requirement not fully or adequately defined
Failsto provide the necessary functionality
I's not acceptable to the user community.
Stakeholder Goals: To meet the user demands for moreflexibility in flight paths.
Plans: Involve the user/international community in the system design and evaluation process.
Risks: Resistance to avionics equipage requirements.

Diverse user community.
Conflicting user demands.

Conflicting user opinions.

13




As an ad in completing the risk ligs in the Top-Level Risk Matrix, Table 1, arisk checklist should be used, such
asthat contained in Table 2, Risk Categories by Risk Facet, and Table 3, Risk Checklist by Risk Facet. Table 2
shows sample categories of risk elements, and Table 3 provides a comprehensive sample list of potentid risks
under each category. These tables can be used as a Sarting point for listing risks for any dternative, and other
risks that may be pertinent should be added. Table 3 was made comprehensive to address all program stages at
which a risk assessment might be done, and, hence, the table may contain risk eements not gppropriate to the
R,E& D phase or to a particular aternative being assessed.

The relevant items in the checklist should be evaduated to determine whether they apply to the particular
dternative. Other potentid risks rot listed in the sample risk checklist in Table 3 should be added to the risk
checklig for the particular dternative. The dterndtive's risk checklist should contain al possible risks that might
be rdaed to the dternative. After liging al possble risks, those which are extremey unlikely or where the
outcome is irrdevant to program gods should be diminated from the list. The checklist should be directed
towards those that will have a meaningful impact on the program, such as impacts on milestones on the criticd
path. All meaningful risks should be listed in the Top-Level Risk Matrix, Table 1.
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Table 2. Risk Categories by Risk Facet

Technice | Opera- Produci- | Support- Cost Benefit Schedule | Manage- Funding Stake- Informa- | Human Safety
bility bility ability Estimate | Estimate ment holder tion Factors
Security
Techno- System Design Opera- Benefit Schedule Planning Funding Congres- Vulner- Usability Hazards
logy Operat- Produc- tions & Manufac- | ldentifi- Estimation Constraint | siona ability
ion tion Mainte- turing cation Based
System nance Schedule o
Engineer- | Systems | Manufac- Parts & Benefit Depen- Organi- Funding Adminis- Threat Suitability | System
ing Inter- turing Logistics Materials | Estima- dency zing Support tration failure
operabili- tion Based
System ty Parts & Testing & | Testing Schedule .
Design Materials | Support and Manage- Imple- Fiscal Aviation Counter- | Accept- Mitiga-
Docu ment menting Manage- Com- measures | ability tion
System Testing Support menta ment munity strate-
Test and Documen- | tion Control ges
Docu tation
Technical menation
Documen- System
tation Imple-
mentation




Table 3. Risk Checklist by Risk Facet

Technical Risks

Operability Risks

Producibility Risks

Technology

- Undue reliance on currently unavailable
or unproved technology
Possible better new technology may be
available by time dternative is
implemented

Wstem Engineering
Technically incompatible with NAS
Architecture
Inadequate functional analysis
Deficient functional allocation
Incomplete integration
Undefined internal interfaces
Vague operational environment
Insufficient requirements analysis
Unstable requirements
Immature requirements
Weak failure modes analysis
Requirements difficult to trace
Unidentified safety/security
considerations

&/stem Design
Inadequate capacity
Highly complex
Lack of design details
Insufficient design margins
Immature design
Unsatisfactory growth potential
Undefined physical properties
Incomplete hardware design
Incompl ete software design
Inadequate software tools
Difficulty of developing real-time,
safety critical software
Immature software language
Ineffective fault detection
Inordinate use of unique resources
Complex/incomplete man/machine
design
Undefined technical approach

Wstem Test
Inaccurate/simplistic modeling
Insufficient smulation
No or minimal prototype testing
Incompl ete/inadequate test planning
Unsatisfactory OT&E results

Technlcal Documentation
Inadequate design documentation
Insufficient test documentation
Ambiguous/incomplete requirements
documentation

Undocumented technical details

System Operation
Undefined external interfaces
Marginal availability
Insufficient reliability
Inadequate performance
Unsatisfactory OT&E results
Systems I nter-oper ability
Operationally incompatible with
NAS Architecture
Incompatibilities with Concept of
Operations
Incompatibilities with future NAS
systems
Places undue loads on other systems
Incompatible or inconsistent
operation with existing systems or
regulations
Unspecified operational interfaces

Marginal inter-operability

De5| gn Production
Highly complex design
Undevel oped production requirements
Inadequate built-in test equipment
Non-standard remote maintenance
monitoring
Novel/unproved technologies

M anufacturing
Deficient manufacturing plan
Novel/unproved manufacturing
technologies
Speculative manufacturing strategy
Custom design & manufacture required
Significant specia tooling
Undefined tooling requirements
Unclear production requirements
Premature initiation of manufacturing
Unavailable or limited manufacturing
facilities
Inadequate quality assurance program
Excessive standards
Unavailable equipment
Inexperienced contractor
Inadequate configuration management
process
Insufficient skilled labor
Shdlow industrial base

Parts& Materials
Undefined long lead items
Unavailable gov't furnished equipment
Ineffective incoming materias handling
Unidentified hazardous materials
Unavailable parts

Testlng and Documentation
Inadequate consideration of special test
equipment
Insufficient qualification testing
Deficient technica data package
Ineffective factory acceptance test
program
Untested design changes
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Table 3. Risk Checklist by Risk Facet, continued

Supportability Risks

Cost Estimate Risks

Benefit Estimate Risks

Schedule Risks

O& M
Inadequate O& M concept
Undeveloped O& M strategy
Speciaized O&M equipment
Insufficient maintainability
Unsatisfactory maintenance
interfaces
I nadequate maintenance procedures
Undeveloped maintenance plan
Configuration management not
enforced
Deficient change process
L ogistics
Insufficient spares planning
Spares unavailability
Inaccessible site location
Inadequate training
Unclear Logistics Center
responsibilities
Testmg & Support
Insufficient support equipment
Undeveloped support requirements
Inadequate automated test equipment
(ATE)
Unidentified field support
requirements
Poor diagnostics
Insufficient testing and support
facilities
Unskilled/insufficient manpower
Support Documentation
Deficient technical data
Faulty maintenance plan
Undefined data rights
Inappropriate release cycle
System Implementation
Deficient implementation approach
Uncertain transition strategy
Unclear rules and procedures
Insufficient personnel/staffing

Unspecified/inappropriate standards

Cost Estimation
Inadequate cost estimating tools
Estimation errors
Inaccurate discount rate
Faulty basis of estimates**
Insufficient cost margin
Unredlistic overhead and G& A rates
Relies on scarce resources
Speculative life-cycle costs

Cost M anagement
Unsatisfactory cost controls
Insufficient cost monitoring

Pr oduct Cost
Undefined gov't furnished equipment
Unavailable NDI/COTS
Unavailable government facilities
Unavailable contractor facilities
Inadequate budget for tests
Undefined hardware costs
Hidden software costs
Unidentified parts and materials

Benefit | dentification
Same benefits claimed by other
programs
Unidentified mgjor benefits
Unredlistic identified benefits
Difficult to identify benefits
Beneflt Estimation
Benefits not quantifiable
Difficult to estimate benefits
Tenuous relationship to
projected benefits
External forces may affect
achieving benefits
Erroneous benefits estimations
Inaccurate inflation/discount
rates
Speculative cost avoidance

Faulty basis of
estimates | nadequate estimating
tools

Schedule Estimation
Inadequate schedul e estimating
tools
Erroneous estimations
Faulty basis of estimates
Insufficient schedule margin
Optimistic schedule duration
Inappropriate program schedule
Schedule Dependency
Unpredictable labor strikes
Improper test scheduling
Excessive task concurrency
Unidentified need for procedures
development
Unidentified need for regulations
development
Inordinate number of critical path
items
Unidentified need for standards
development
Uncertainties in contractor
process
Uncertainties in contractor
stability
Schedule sensitive to technical
complexity
Unavailable materias
Unavailable parts
Unavailable government furnished
information
Unavailable fecilities
Unavailable personnel
Unavailable tools
Unavailable contractor
Schedule M anagement
Unsatisfactory schedule controls
Insufficient program schedule
monitoring

Improper
contractor/subcontractor schedule
monitoring
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Table 3. Risk Checklist by Risk Facet, continued

M anagement Risks Funding Risks Stakeholder Risks
Plannlng Funding Constraint Congressional Based
Inadequate program plans Unfavorable agency priorities Impact of congressional mandates
Incomplete contingency plans Inadequate funding Unfavorable congressional hearings
Deficient risk management plans Unavallablefunding on program
Inadequate management approach Lengthy budget cycle Critical GAO report

Unplanned slipsin other programs
Adverse environmental impacts
Unsubstantiated funding profile
Unsubstantiated manpower requirements
Unidentified personnel skills
Minimal resource alternatives
Excessive dependencies on other system
Unexpected acquisition regulation changes
Or ganizing
Excessive span of control
Inadequate authority
Undefined responsibilities
Unclear communications
Undefined integration responsibilities
Ambiguous organizational interfaces
Inadequate contractor organization
I mplementl ng
Insufficient management tools
Inadequate program office staffing
Inadequate resource allocation
Deficient personnel management
Lack of coordination
Tenuous top management support
Cumbersome FAA contracting process
Instability of contractor
Uncertainties in procurement
Unavailable personnel
Deficient change implementation
Control
Undefined or ineffective change management
Unsatisfactory configuration management
Insufficient contract evaluation
Inadequate planning for contractor monitoring
Insufficient financial management
Irregular/unscheduled program reviews
Insufficient history/records
Undefined key metrics
Uncontrolled requirements changes
Requirements freeze not enforced

Inadequate tracking systems

Inadequate OMB marks
Funding Support
Inadequate user support
Ambiguous operator support
Unclear political support
Marginal cost/benefits
Inconsistent FAA plans
Flscal M anagement
Insufficient funding requirements
Insufficient fiscal controls
Insufficient fiscal tools
Insufficient funding plans

Unrealistic funding profile

Administration Based
Conflicting FAA priorities
Conflicting DOT priorities
AV|at|0n Community
Many different stakeholders
Diverse user community
Conflicting user demands
Conflicting user opinions
Conflicting user priorities
Inordinate pressure from user
groups
Marginal user support
Strained relationships with users
Resistance to avionics equipage
requirements
Inordinate media attention
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Table3. R

isk Checklist by Risk Facet, continu

eo

Information Security

Human Factors

Safety

Vulnerablllty

Incomplete vulnerability assessment
Security policy and procedures not in
place

Easy access to communication

No provision for firewalls between shared
networks or Virtual Private Networks

Threat

Incomplete threat assessment on intent
and capability to exploit vulnerability
No prioritization of threat severity

No provision for penetration testing
Threat difficulty not considered

Countermeasures

Few countermeasures defined
Effectiveness of countermeasures on
infrastructure not testing
Inadequate configuration audit

Lack of monitoring and enforcement
Insufficient funding tools/controls
Ambiguous funding support

Usablllty

Interface design does not conform to good
human engineering design criteria
Workstation layout impairs integration of
tasks

Displayed data difficult to read, find or
interpret

Functional Suitability

Automation does not provide the
necessary functionality to support
effective decision-making/problem-solving
Automation induces new/additiona
human errors

User Acceptability

New tasks impose excessive attentional ,
memory, and workload demands
Requires new teaming and communication
links

Hazards
Hazards and service-level effects
not fully identified
Inter-relationship of hazard effects
not established
Hazards not classified per common
scheme
Hazard class not based on
operational environment definition
System Safety Interdependence
Hazard interdependence poorly
understood
Interoperability of components on
system safety not investigated
Systemic approach to safety is
lacking one or more components
(planning, requirements,
procedures, operation, aircraft
certification, user approval)
Mitigation Strategies
Mitigation strategies not shared
Operational and safety objective
not established
Lack of critical/valid safety
information
Mitigation strategies not tied to
hazards or safety requirements
Plan for development and
operational assurance not in place
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4.2  Step 2 - Estimate Probability of an Adver se Event

Once the risks are identified for each dternative using Tables 1, 2, and 3, arisk score (i.e., Overdl
Weighted Alternative Risk Score) is determined for each risk facet, and then an overdl risk rating (i.e,
Overd| Alternative Risk Reting) is generated for each dternative. In spite of attempts to be andytic
about quantifying risks, consderable subjectivity remains. The degree of risk perceived in a given
gtuation is patidly a reflection of the persondity of the risk assessor(s). A risk-rating scheme built
agang a set of definitions provides a framework for diminating some of the ambiguity. Further, the
rating scheme should be smple. The following risk rating scheme involves determining a High, Medium,
or Low overdl risk rating using the notion that the degree of risk is ajudgement reflecting the probability
of occurrence of an adverse event and the severity of impact on the dternative should the adverse event
occur.

If a particular risk facet does not apply to the dternatives being assessed, then the probability of an
adverse event and the severity of the impact of the adverse event do not need to be estimated for that
risk facet.

For each risk facet, the probability of occurrence of an adverse event (expressed as High, Medium, or
Low) is determined using Table 4, Estimating the Probability of an Adverse Event, as guidance. The
result is entered in the second column of Table 6, Determining Risk Score.

Four possble methods to estimate the probability of occurrence and severity of impact are briefly
described below. More than one method, as well as approaches other than those listed below, can be
used.

Expert Interviews - This process involves identifying expert(s) and methodicaly questioning
them about the risks in their area of expertise as rdated to the dternaive. Data collection
sheets can be used to facilitate this process. The questioning focuses on extracting
information about whet the program risks are and their relative magnitude.

Andogy Comparisons - The andogy comparisons and lessons learned techniques for risk
identification and quantification are based on the idea that no new program, no matter how
advanced or unique, represents a totaly new concept or system. The process involves
assessing risk by using data from smilar prior programs.

Evduation of Progran Plans - This technique highlights and isolates risks caused by
insufficiencies and digparities in planning. It evauates program plans for contradictions and
voids. The plans do not need to be forma plans, but could include program management
plans, acquistion plans, specifications, statements of work, or work breakdown structures.
The process assesses the plans for correctness, completeness, currency, and consistency.
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Delphi Technique - The Dephi technique is a method to sructure intuitive thinking by a
group and produce technologica forecasts. It can be used for the systematic collection and
collation of informed judgments obtained from a group of experts and for the refinement of
these judgments by an integrative process to arive a a joint judgment or decison.
Typicdly, judgments of the individuds in a group are collected, perhaps integrated as a
group response, and fed back to the individuals. Each individua then consders whether to
contribute more information or to modify earlier views. This iterative process is continued
until a reasonable consensus is obtained. The responses can be fed back anonymoudly if
desired.

43  Step 3- Estimate Severity of Impact of an Adver se Event

For each risk facet, the severity of the impact of the adverse event on the dternative (expressed as
Subgtantia, Moderate, or Minar) is determined using Table 5, Esimating the Severity of Impact of an
Adverse Event, as guidance. Thereault is entered in the third column of Table 6.

The four possible methods described in Section 4.2 to estimate the probability of occurrence of an

adverse event can be used to estimate the severity of impact. Again, more than one method, as well as
approaches other than those listed, can be used.
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Table4. Estimating the Probability of an Adverse Event Impacting the Program

Facet High Praobability of an Adverse Medium Probability of an L ow Probability of an Adverse Event
Event Adver se Event

Technical Design unknown. Approach to Designisin development or Dedgnismature. Technology within Sate-
mest requirements carried only prototype phases. Technology | of-the-art or off the shelf. Performance
through conceptua design and prototype or engineering mode | specifications are known.
andyss Technology isonly tested in relevant environment
concept or experimentd. but not operated in fielded

environment.

Operability NAS or other interfaces not fully NAS or other interfaces NAS or other interfaces are known and
known or documented. Operational | somewhat known and partidly | documented. Design approaches for the
concept or implementation of documented. Operationa operationa concept have been demonstrated
concept has yet to be established. concept has evolved to the point | or implemented. Will impact afew
Sgnificant impacts are likely to of adesign basdine. Impactsare| procedures but operational implementation is
procedures, which would cause likely to severa procedures, expected to be successful.
operationd implementation to be which may cause operationd
unsuccessful. implementation to be

unsuccessful.

Producibility Manufacturing and production Manufacturing or production Manufacturing and production capabilities
capabilities not known or capabilitiesin state of change. known and available.
unavailable.

Supportability New support technologies and Items Smilar in concept have Smilar items have been fidded & are
procedures or substantial been supported as fielded currently being supported, or smilar items
modifications to existing support systems or supported during have been demonstrated to be supportable
technologies or procedureswill be | test. Substantid modifications | during fied testing. Only minor changesto
required which could prevent may be required to existing existing support technologies or procedures
suitable trangition of support to AF. | support technologies or will be required. Trangtion of support to AF

procedures and trangition of will be straightforward.
support to AF may be difficult.




Table4. Estimating the Probability of an Adverse Event Impacting the Program, continued

Facet High Praobability of an Adverse Medium Probability of an L ow Probability of an Adverse Event
Event Adver se Event

Cost Egtimate Bassfor cost estimation is Codt factors not certain, but Cost factors understood and based on or
inadequate, or major uncertainties | scope/definition required for extrapolated from smilar itemsin production.
exist related to the scope/definition | estimation is adequate. Definition required for esimation is
required for esimation. adequate.

Benefit Estimate | Mgor uncertaintiesexist rdatedto | Benefits not certain, but Benefits understood and based on or
benefit estimation; extremely tenuous| scope/definition required for extrgpolated from smilar items in operation.
relaionship of dterndiveto esimation is adequate; dightly Definition required for esimation is
projected benefits; or very likely tenuous rel ationship of adequate. Direct relaionship of aternative
externd forceswill affect achieving | dternative to projected benefits, | to benefits. Little likelihood of externd

benefits.

or possible externa forces may
have some affect on achieving
bendfits.

forces affecting the achievement of the
benefits.

Schedule Many schedule interdependencies Some schedule Adeguate schedule with subgtantia margins
for which thereislittle or no interdependencies with little and achievable plans to minimize unknowns.
flexibility to absorb delays. Few or | schedule margin. Plansto High knowledge and experience base.
no plans to minimize unknowns, minimize unknowns are generdly | There are no schedule dependencies beyond
difficult or complex system to complete; some uncertainties the control of the dternative.
develop. Knowledge and exig. Little knowledge and
experience base very limited. experience in some aress.

Information Vulnerability and threat assessments | Vulnerability and threet Vulnerability and threat assessments

Security not planned or conducted. assessment planned but not conducted. Countermeasures developed for

Countermesasures not identified or
tested.

conducted. Theoretica
countermeasures identified

each threat, and their ability to withstand
threats proved.
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Table4. Estimating the Probability of an Adverse Event Impacting the Program, continued

Facet High Probability of an Adverse Medium Probability of an L ow Probability of an Adverse Event
Event Adver se Event
Human Factors Perceptual and physica Empirica humar-in-the-loop Interface design is mature and compatible
characterigtic of the interfacedoes | testing has been conducted ina | with user expectation of how the system
not support standard tasks. lab environment but not in the works. Testing has been completed.
Information and automated functions | field. User requirements to Autometion provides full functiondity to
for supporting decison-meking are | detect and mitigate system error | support user decision-making. User tasks

inadequate. User tasks and skills

have been partidly identified.

and skillsarewdl defined or remain

not well defined and do not conform | User tasks and skills defined but | essentialy unchanged.
to current il levels user changing roles require
reevaudtion of skillsand
traning.
Safety Hazards and their impact on NAS | Processfor assessing safety Mitigation strategies are funded and applied.
sarvices inadequately defined. developed and applied.
I nterdependency of system Mitigation measured are
components in contributing to identified and related to hazards.
system failure poorly consdered. Mitigation Srategies are
Mitigation Sirategies not directly tied | paatable.
to hazards. Mitigation measures
border on being unpaatable.
M anagement, Management, funding and Management, funding and Management, funding and stakeholder facets
Funding and stakeholder facets and environments | stakeholder facets and and environments known and stable.
Stakeholder not known or unstable. environments in Sate of change

but somewhat known.
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Table5. Estimating the Severity of an Adver se Event Impacting the Program

Facet Substantial Severity of Impact M oder ate Severity of | mpact Minor Severity of Impact

Technical Performance or problem dataindicate | Performance or problem dataindicate | Performance and problem data indicate that
that with current dternative design that with current dternative design only minor hardware/software design
margins, full performance would not be | marginsfull performance objectiveswill | changeswill be needed to meet full
met and dternate systems are not only be met by: (1) sgnificant performance objectives.
avalable. modification to adesign of a component

or subsystem; or (2) redlocation of
design margins among subsystems.

Oper ability No operationdly suitable solutions Technica operationdly suitable solutions | Technical operationdly suitable solution is
available without major impactsonthe | partidly identified. The solution is not identified and reedily available. Will impact
overd| sysem performance. Will cause | readily available or will have agnificant | afew procedures but operational
sgnificant impact to existing procedures, | impacts on the overal sysem implementation is expected to be successful.
which could cause operationd performance. Will impact severd
implementation to be unsuccesstul. procedures and may cause operational

implementation to be only partidly
successul.

Producibility Manufacturing and production Manufacturing or production cgpabilities | Manufacturing and production capabilities
cgpabilities not known or unavailable. in state of change, and some uncertainty | known and available.

exists about when capabilities will be
avalable.

Supportability | System design characteristics & planned | System design characteristics & planned | System design characteristics & planned
logistics and software support resources | logistics and software support resources | logistics and software support resources
do not meet system utilization meet some but not dl system utilizetion | meat nearly al system utilization
requirements. Support procedures or requirements. Some support requirements. Only minor support
technologies will be sgnificantly procedures or technologies will be procedures or technologies will be
impacted and could prevent suitable impacted and transition of support to impacted, and trangtion of support to AF
trangtion of support to AF. AF may be difficult. highly likely to be successful.

Benefit Lessthan 75% of the estimated benefits | 75 - 90% of the estimated benefitsare | At least 90% of estimated benefits are

Estimate are expected to be achieved. expected to be achieved. expected to be achieved.




Table 5. Estimating the Severity of an Adver se Event Impacting the Program, continued

Facet Substantial Severity of Impact M oder ate Severity of | mpact Minor Severity of I mpact
Cost Egtimate | Egtimated costs are likely to be Edtimated costs are likely to be Edtimated costs are likely to be exceeded by
exceeded by more than 25 % exceeded by 10 - 25 % lessthan 10 %
Schedule A schedule dip of more than 25% is A schedule dip of 10% — 25%is A schedule dip of lessthan 10% is
expected. expected. expected.
Information Information security protection at the Some information security infragtructure | Complete information security infrastructure
Security system perimeter and at the isavailable for some NAS isavalable for every NAS

workstations and servers are not
provided. Information security
infrastructure and intrusion detection
hardware and software is not available
or not acceptable.

sysems/subsystems including did-up
protection for remote users. Some
intrusion detection hardware and
software are available.

system/subsystem indluding intrusion
detection hardware and software.

Human Factors

Computer-human interface and
automated functions for supporting
standard interaction tasks and decisor+
meaking/problem solving activities are
inadequate. High probability of human
error, increased workload, and
probable system performance low.
Potentia job satisfaction in the context
of technology upgradesislow.

Prototype testing of the interface occurs
in rlevant environment but not in field
environment. Potentid weskness of the
interface identified but not mitigeted.
Automation provides partia functiondity
to support decision-making/problem
solving activities. Potentiad job
satisfaction in the context of technology
upgrades is undetermined.

Computer-human interface is mature and
automation provides full functiondity to
support decisionmaking/problem solving
activities. Opportunitiesfor job satisfaction
are supported or enhanced by technology
upgrades.

Safety Safety leve objectivelrequirements Safety level objectivesrequirements are | Safety level objectives/requirements/
/hazards not identified for future NAS identified but hazards for future NAS hazards are identified, as well asthe
systems nor is acceptability criteria systems remain uncertain. acceptability criteriafor each safety level
known. objective and requirement.
Management, | Management, funding and stakeholder | Management, funding and stakeholder | Management, funding and stakeholder facets
Funding and facets and environments not known and | facets and environments in state of and environments known and stable, and
Stakeholder will adversaly impact the dterndive. change but somewhat known, and may | may only insgnificantly impect the technica

incrementally impact the dternative.

dternative.
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Table 6. Determining Risk Score

Facet Probability of an | Severity of Facet Risk Facet | Weighted
Adverse Event I mpact Rating (0-10) | Weight Facet
(High, Medium, | (Substantial, | (from Table7) (01 Score
Low) M oder ate, (0-10)
Minor)

Technica

Operability

Producibility

Supportability

Cog Edimate

Bendfit Estimate

Schedule

Management

Funding

Infosec

Human Factors

Safety

Stakeholder

Overdl Weighted
Alternative Risk
Score

44  Step 4 - Assign Risk Facet Ratings

Assign a Facet Risk Rating Score using the assgnment scheme shown in Table 7, Risk Facet Rating
Score Assgnments, and enter the facet score in the fourth column of Table 6. This assgnment is done
for dl risk facets rdlevant to the dternative.

Table 7. Risk Facet Rating Score Assignments

Severity of Impact

Probability of an

Adver se Event Substantial M oder ate Minor
High 10 8 5
Medium 8 5 2

Low 5 2 0
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45  Step 5- Calculate Overall Alternative Risk Rating

The find gep in assessng the risk for any dternative is to cdculate an overdl risk rating for the
dternaive by rank-ordering al the risk facets based on the perceived risk each one represents to the
overdl program. A numerical weight isthen assigned to each risk facet reflecting its importance relative
to other facets within the rankings (i.e., a facet's importance compared to the importance of the facets
directly preceding and following it in the rankings). (Note: A predetermined cumulétive total should be
used) The weights should then be "normdized" so that the cumulative total equds 1.00 (i.e, the
weights should be between zero and 1.00 with the cumulative total equaling 1.00). (Note: A weight of
zero means that the risk facet does not gpply (i.e, it fals below the threshold of what is important
compared to the other facets) and a weight of 1.00 means that only that risk facet applies (i.e, it far
exceeds the threshold of what is important compared to the other facets).) The ranking and assignment
of weights should be the same for dl dternatives and based on ateam (e.g., ASD and the sponsoring
program office) consensus before the risk assessment process is conducted. Once agreed upon, the
weights must remain the same for al dternatives.

The weights are then entered into the fifth column of Table 6. And findly, the Weighted Facet Score for
eech risk facet is caculated by multiplying the entries in the fourth and fifth columns and entering the
results into the last column of Table 6. The overal weighted average dternative risk score is entered in
the bottom row of Table 6 by adding the individua weighted risk facet scoresin the last column.

Once the Overal Weighted Alternative Risk Score is calculated for each dternative (refer to Table 6), a
descriptive dternative risk rating (i.e., Hgh, Medium, or Low) is caculated usng Table 8. This rating
can aso be entered into a common table to permit comparison of risk assessment results across
dternatives (refer to Table 9).

Table8. Overall Alternative Risk Rating

Overall Rating Description
(Score)
High Alternatives with High Overall Risk Rating should receive close attention. Risk
(7.0— 10) facets with High Risk Ratings should be considered Principal Risks. Each High

Risk should have strategies, metrics, and a plan of action and milestones
developed by the risk owner and be aggressively managed. They should be
monitored and managed on a continuous basis until the risk is mitigated to an

acceptable level.
Medium Alternatives with a Medium Overal Risk Rating require attention. Risk facets
(3.0—6.99) should be examined to see if any are rated high and should be placed on the

Principal Risk List and managed as described above. Each Medium Risk should
have candidate strategies, metrics and a plan of action and milestones developed
by the risk owner and should be managed and reviewed frequently. Any risks
on the Principal Risk List should be aggressively monitored and managed on a
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continuous basis until the risk is mitigated to an acceptable level.

Low Alternatives with a Low Overdl Risk Rating do not normally require attention
(0—2.99) for risk. However, status should be reviewed periodicaly by the risk owner.
Any high or medium risk facets should receive attention as described above.
It may be desired to determine arisk rating for a subset of risk facets, such astherisk of the dternative
output performing as designed which might involve combining the risk facets of Technicd, Operaility,
and Supportability. A risk rating for a subset of risk facets can be determined by summing the weighted
facet scores (last column of Table 6) for risk facets in the subset.  In the above example, the weighted
facet scores for Technical, Operability, and Supportability would be summed to give a score for the risk
of the dternative output performing as designed.

46  Step 6 - Compare Risksamong Alternatives

The risk assessment process is repeated to determine an overdl risk rating for each dternative. The
individua risk facet ratings and the overal risk rating for al dternatives can be entered into atable, such
as Table 9, Rik Ratings of Alternatives, to permit comparison of risk assessment results across
dternatives.

Table9. Risk Ratingsof Alternatives

Risk Assessment || Alternative | Alternative | Alternative | Alternative

Ratings 1 2 3
Technicd
Operability
Producibility
Supportability
Cogt Egtimate
Bendfit Edimate
Schedule
Management
Funding
Infosec
Human Factors
Safety
Stakeholder
Overdl Weighted
Alternative Risk
Score
Ovedl Alternative
Risk Raing
(H,M, L)
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To facilitate cross comparison of dternatives, Table 9 cells may be filled with colorful green, yelow, and
red shading to represent the aternatives relative risk rating. Any risk facet recelving a score of 10, using
Table 7 shdl be shaded red for high risk. The same high risk designation is reasonable for any risk facet
recelving a score of 8. This is conggtent with Table 8 score ratings. Similarly, any facet receiving a
score of 5, shdl be shaded ydlow or white to represent medium risk. Lastly any facet receiving a score
of 2 or 0, shdl be shaded green for low risk. In thisway, the individud risk of each facet can ingtantly
be identified and compared.

The risk assessment results contained in Table 9 should be used with the other evaluation factors (i.e,
life cycle cogts, benefits, schedule, and performance) to narrow the set of adternatives to the most
promising one(s) for presentation to the Joint Resources Council (JRC) and to judtify those in the
subset. The JRC can dso use Table 9 as part of their decision information.



Intentionally L eft Blank
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5.0 USEOFOUTPUTSOF THE RISK ASSESSMENT PROCESS THROUGHOUT
ACQUISITION PROCESS

Once the risk assessment process has been completed and the preferred dternative is selected by the
JRC, the Top-Leve Risk Matrix, Table 1, and its supporting risk documentation should be handed off
to the respongble program office. The Top-Levd Risk Matrix should be continually used and updated
for managing program risk throughout the acquisition process.

Furthermore, a Risk Watchlist should be prepared from the Top-Leve Risk Matrix to serve as a
worksheet for managers in managing risk throughout the program life cycle. For example, there may be
scheduling risks in the test phase due to other projects using the test facilities. Another possble risk is
that new technology may become available in the middle of the development phase and a decison
would have to be made to proceed with the origind development or delay the program until the new
technology is ready for development. The Risk Watchlist provides a convenient form to track the status
of such potentid risks and to document actions in managing risk.

32






